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Managing Patient Health Information
Crieion 421, Criteion 3.1.4

Practice policy

Clackiower Medical Centra ans commited 1o proecting the privacy of cur patients within our praciice. collecied is kept sinctly ial and used anly for the medical and healh cam of patisn's

PURPOSE
To ensure patien's wha recene care from are comforiable i g their haalh iion 1o our practics. This policy provides information to patients as 1o how their personal information is collected and used within the practics and the citumstances in ‘which wa may disciosa it to third
parties.

SCOPE:
This policy appées to al employees and palients of Clocklower Medical Centre.

Practice Procedure: The Practice wil

* Provide a copy of this policy upon request

* Ensure staff comply with the APP and deal appropriately with inquiries or concerns.

# Take such steps as are reasonable in the circumstances to implement praclices, procedures and systems to ensure compliance with the APP and deal with inquifies or complaints
» Collect personal information for the primary purpose of managing a patient’s healthcare and for financial claims and payments

* Our clinic APP is available in hard copy at our reception desk, is included within our new patient’s pack and on our website

Staff Responsibility
The practica s'a will take reasonabia steps o ensurs parients understand

* What information has been and is being collected

* Why the information is being collected and whether this is due to a legal requirement

* How the information will be used or disclosed

« Why and when their consent is necessary

* The Practice’s procedures for access and correction of information, and responding to complaints of information breaches, including by providing this policy

Patient Consent
The practice wil only interiret and apply a patient's consent for the primary purposa for which &t was provided. Tha Practica s:a% must seek addeional consent from the patient if the parsonal information mliscted may be used for any other purpase.

‘COLLECTION, USE AND DISCLOSURE
Clockiower Medical Centra racognises that he information we colact is often of a highly sensitive nature and as an organisadion we hava adopted the privacy compliance standards ralevant 1o Clockrowsr Medical Clinic 1o ensura parsonal inormation i pro‘ected

For administrative and biling purposes and to ensure qualily and continuity of patient care a patient’s health information & shared batwesn the medical practisonars of Clockiower Medical Centre.

Collecind personal inormatian wil include pa‘ient's

+ Names, addresses and conlact details

» Medicare number for claiming purposes

* Healthcare identifiers

* Medical information including medical history, medications, allergies, adverse events, immunisations, social history, family history and risk factors.

A patients personal inormation may be held at the practica in various forms

= As paper records

« As electronic records

* As visuals ie xrays, ct scans, videos & photos
* As audio recordings

The practics’s procedures for collacting personal information is set out belaw:

+ Practice staff collect patient’s personal and demographic information via registration when patients present to the clinic for the first time. Patients are encouraged to pay attention to the collection statement that they
complete as a new patient.

+ During the course of providing medical services the practice’s healthcare practitioners will consequently collect further personal information.

 Personal information may also be collected from the palient’s guardian or responsible person (where practicable and necessary) or from other involved healthcare specialists.

The practica hokds all parscnal information securely, whether in sfectronic bmat, in protscisd informarion sys'ems of in hard copy in 3 secured environment.

Personal informasion collected by Clock:ower Medical Cantra may be used or disdosad in the fallowing instances;

+ For medical defence purposes;
* As required by law in instances of mandatory reporting of communicable diseases;
» Necessary to lessen or prevent a serious threat to a patient’s life, health or safety or public health or safety, or it is impracticable to obtain patient’s consent
» To assist in locating a missing person
= For the purpose the palient was advised during cansult with the treating Doctor;
= As required during the normal operation of services provided. i.e. for referral to a medical specialist or other health service provider;
« For the purpose of a confidential dispute resalution process
* Some disclosure may occur to third parties engaged by o for the practice for the Praclice for business purposes such as accreditation or for the provisien of information technology. These third parties are required to
comply with this policy.
The practice will not disdose personal inarmation to any hid pary other than in the coursa of providing medical services, without full Bischosurs 10 the passnt or the racipint, the reason for the in‘ormation trans’er and “ull consent from tha patient
The Practice will not use any persanal in‘omation in relation ta diract Markating 10 @ Pasent without hat patant’s sxpress consant
The practice evaluates all unsokici'ad nfarmation & receves 1o dacide i £ should be kegt, acted upon or desiroyed
Clockower Medical Centra will empioy all reasonable endeavors o ansura that a pasent’s parsonal information is ot disclossd without their priar conssnt

DATA QUALITY
Pacient inormaon collected and retained in our reconts for the purposs of providing quakty heatth care will be complste, accura’s, and up fo date at he time of collection. Dociors ara reminded 1o review past medcal history at Bast avery 3 years.

DATA SECURITY
Al dus care will be 2aken to ensura the protection of patient privacy during the trans'er, stcrage and use of parscnal heath in‘ormation

Breaches of Privacy
From 22nd Fabruary 2018 the natifabla data beaches scheme requires us ' nati‘y panicular individuals and the Ofice of the Ausirafian In'ormation Commissionar about any ‘eligible da‘a breaches’. A da'a braach s ighle it is Bkely '0 result in senous ham to any individuals 1o whom the in‘ormation
relates. Tha dacision as o whather a daa braach is kel 10 o result in serious ham requirs an cbjscivs asssssmant, datamined by 3 reasonable personpersons in the anity's positon. Not all data braaches am sligible for reporing For example, £ an enviy act quickly to remedia‘e a da‘a breach,
and a3 a result of actions the data breach & not kkely 0 CaUSE S6A0US ham, ther is N requirament o na¥y any individuals or the OAIG.

Eligible Data Breaches

An slighbie data breach is da'smined whan the following three aitena are satisted

1. There is unauthorised access to or an unauthorised disclosure of personal information, or a loss of personal information, that an entity holds.
2.1Is this breach likely to result harm to one or more individuals and;
3. the entity has not been able to prevent the likely risk of serious harm with remedial action

Prase see below showing the resp: ties of maintainiy sscurity and actions following and reporting procedurs i the event of a brsach of privacy
NOTIFYING THE DAIC
A noiification of a breach of privacy that is baing reporad 1o he OAIC should
NOT INCLUDE:

1. personal information about the effected individuals
SHOULD INCLUDE:

1. A description of the breach

2. the type of information involved in the breach

3. whal response the agency or organisation has made to the breach

4. whal assistance has been offered to the effected individuals

5. the name and contact details of the appropriate contact person, and
6. whether the breach has been notified to other extemal contacts

HOW TO CONTACT THE QAIC

Telephane:
1300 362 992 (local cal cost from landines)

TTY. For hearing impairad persans only-o vaice calls 1800
620241
Post
GPO Bax 5218
Sydney, NSW 2001

Facsimile:
+612 G284 9666

Email:

enguiies Boaic govau
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Website:  www.oaic.gov.au

Ratention of medical records is for a minimum of 7 years from the data of 35t entry into the patient record uniess the patent is a chid in which case the record must be kept until the patient attains the aga of 25 years of age.

ACCESS TO PATIENT INFORMATION AND CORRECTION
The foliowing wil apply with regard 10 accessing personal and peivate medical in‘ormation by an indhidual

* An individual has the right to request access their own personal information and request a copy or part of the whole record;

* Individuals have the right to obtain their personal information in accordance with the Federal Privacy Act from 20 December 2001 on-wards. Requests must be made in writing and an acknowledgement letter will be sent
to the patient within 14 days

* confirming the request and detailing whether the request can be complied with and an indication of any costs associated with providing the information. Time spent and pholocopying costs when processing a request can
be passed on to the requesting patient. Information can be expected to be provided within 30 days.

* Requests for inf prior to 20 D 2001 will be considered by the practice

= Whilst the individual is not required to give a reason for obtaining the information, a patient may be asked lo clarify the scope of the request,

« In some instances the request to obtain information may be denied, in these instances the patient will be advised;

» The material over which a Doctor has copyright might be subject lo conditions that or restrict further copying or publication without the Doctors permission;

* The practice will take reasonable steps to comect personal information where it is satisfied they are not accurate or up to date. From time to time the praclice will ask palients lo verify the personal information held by the
practice is comect and up to date.

* Patients may also request the Practice corrects or updales their informalion and patients should must such requests in writing.

= Upon request by the patient, the information held by this clinic will be made available to another health provider.

* Patients will sit in consult with their doctor and go through medical record to ensure it is fully understoed and clear before itis given to them, there may be a fee set for this consultation time

PARENTS/GUARDIANS AND CHILDREN
To protect the righ's of a chikd's privacy. access o a child's medical in‘ormasan may at imes ba restriced for parents and guardians . Relsass of inomation may ba re’smed back 10 e treating Dactor where there professional judgement and tha law will ba appiad

COMPLAINTS
The management of Clockiower Madical Ci the s o ¥ and discreion with the way we manage and maintain the personal informas o cf cur paais. The Practcs iakes compiaits and concame sbout he pacy of pasent’s parsoralnfommaton sarcrsy.
Patienis should xpress any privacy Goncems in wriing. The Practics wil then arempt 1o resolve € in accontance wih i's complain resoluton process. Varbal complaints the Practice Manager, a formal complaint can ba sent C/O the Pracica Manager, he Pracics Manager wil
ast d explain due prooess. The complaint wil be discussed wih the invohved, # the inregard nas'uﬂ'am ofregnlrnr tha complaint wil ba discusssd with he supervisor of tha junior doctor (and aining orginisation # the
matter is very serous). The supsrisor will then sit with them and discuss the issue thorughly. This & then fed back [0 the Practics Manager and a s written and # all it is 58110 tha ¥ the s not satisfed afler recaiving this responss, it &

explained to them thal they may seek resolution and regisier complaint with the Heath Commissioner. The conacts details and brochures for the l\ed‘!\ commissioner lﬂlvan!ahhﬂn our PAP mx\ua! and pasients can access brochures and information via our webs?e, in brochures at our racapion
desk and via our information bookle's

Al smployses of Clockiower Medical Cenira ara required 1o absarve the obligations of ialfy in the coursa of thei and ars requied o sign C Breach of ba causs for immediate termination
In the instance wher you e dssatisiad with the level of servios provided within the dinic we encourags you to discuss any concerns relating 1o the prvacy of your information with the Practice Manager or your Docor.

¥ the complaint has not been resobved {0 your level of satis'action all complaints should be directed 1o
The Fedaral Privacy Commissioner

Level 8 Piccadily Towar

133 Castarsagh St

SYDNEY NSW 2000

Privacy Hotline 1300 363 932

SUPPORTING DOCUMENTATION
Natonal Privacy Prindpals
Fraedam of Information Act 2001
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